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FOREWORD

Select Engineering Services (SES), has entered into a security agreement with the Department of Defense, thereby becoming eligible to perform work on classified contracts.  Work of this nature may involve information, material and knowledge which have a direct bearing on the defense of the nation.  Our responsibility as an organization is to safeguard all classified information and material related to these contracts.

This Security Procedures manual has been prepared in an effort to assure that SES and it’s employees complies with all applicable requirements of the National Industrial Security Program Operating Manual (DoD 5220.22M). The ultimate aim of this manual is to prevent disclosure of national security information to unauthorized persons.

The management of SES supports this facility security program, but security is not just the concern of security personnel; it is an integral part of each employee’s job.
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1.0 Purpose and Scope

To provide the general requirements for the administration of the National Industrial Security Program (NISP).

2.0 General

2.1
Facility Security Officer - The Company shall appoint a U.S. citizen, who is cleared as part of the facility clearance, as the Facility Security Officer (FSO) to supervise and direct security measures necessary for the proper implementation of the National Industrial Security Program Operating Procedures (NISPOM) and any other furnished guidance or specifications for classification and for safeguarding classified information.  The FSO and other employees who perform duties in direct support of the NISP shall complete minimal security training as deemed appropriate by the Cognizant Security Office.

2.2
Standard Practice Procedure - The Company shall prepare and maintain updated, written Standard Practice Procedures (SPP) in sufficient detail to place into effect all security controls which are applicable to the operation of the facility and required by the Department of Defense Security Agreement (DD Form 441) and the NISPOM, including any subsequent revisions or additions.  A copy of the SPP shall be furnished to the Cognizant Security Office upon request.

2.3
Limitation of Disclosure - The Company shall assure that classified information is given or disclosed only to authorized individuals.  To this end, employees possessing classified information or material shall determine to what extent other employees, subcontractors, vendors, and suppliers require access to classified information in the performance of tasks or services essential to the fulfillment of the contract or effort.

2.4
Safeguarding of Classified Information - The Company shall provide suitable protective measures for the safeguarding of classified information, including classified material controlled by the government.  

2.5
Adverse Clearance Actions - In the event of notification from the Defense Security Service that a personnel security clearance concerning an employee or consultant has been denied, suspended, or revoked, prompt action shall be taken to preclude that individual's access to classified information.

2.6
Special Features of Design - Unless prior written authorization of the Contracting Officer concerned has been obtained, the Company will not incorporate any special features of design or construction in any project other than that which has been furnished by, developed for, or designated for the Government, if such incorporation would disclose classified information.  U. S. classified information will not be used in the performance of a foreign classified contract, unless the information was furnished through the designated military department in connection with that contract or the U.S. Contracting Officer concerned has expressly authorized the use of this information in writing.

2.7
Security of Safe Combinations and Locks - The Company shall ensure that employees are not granted access to safe combinations.

2.8
Termination of Defense Security Agreement - In the event that the Department of Defense Security Agreement is terminated for any reason by either the Government or the Company and is not superseded by a new agreement, all applicable records prescribed by the NISPOM shall be forwarded to the local DSS office.  Records pertaining to visitors and classified material control shall be retained by the Company for the prescribed period of time.

2.9
Classified Sales literature - The Company shall not publish or distribute, or permit to be published or distributed, brochures, promotional sales literature, or similar-type material containing classified information without prior review and written authorization by the Contracting Officer.  The authorization for such publication and distribution shall be indicated on the cover of the document or on the first page of the document if there is no cover

2.10
Employee Reporting Requirements, Foreign Contacts - All cleared employees, including those in the process of being cleared by the DoD, are required to immediately notify the FSO of all questionable or suspicious contacts with nationals or representatives of foreign countries.  A questionable or suspicious contact may be defined as any personal exchange, encounter, or relationship, which is determined to consist of actual, probable, or possible hostile intelligence collection effort.

2.11
Citizens by Naturalization - Intending citizen employees who possess a Limited Access Authorization (LAA) shall immediately notify the FSO when they become naturalized United States citizens. This notification will include:

· The city, county and state where naturalized.

· Date naturalized.

· Court and naturalization certificate number.

2.12 Reports - The FSO shall submit (1) a written report to the nearest FBI office concerning information relative to possible espionage, sabotage, or subversive activities at the Company's location; and (2) reports as outlined in the NISPOM.  Reports which contain any information relating to the subjects listed below shall be coordinated with the President:

· Espionage, sabotage, or subversive activities.

· Loss, compromise, or suspected compromise of classified information.

· Security violations involving all levels of classified information.

· Foreign classified contracts or representatives of foreign interest.

· Changed conditions affecting the facility clearance.

· Adverse information concerning employees who have had access or are in the process of being cleared for access to classified material. Adverse information coming to the attention of an employee, consultant or Temporary Help Supplier employee concerning another cleared individual, which indicates that such access or determination may not be clearly consistent with national interest, shall be reported in a timely and confidential manner to the FSO.  Subsequent termination of an individual as a result of the adverse information furnished does not release the Company from the requirement to submit this report.

2.13
Uncleared Locations - The FSO of the home office or the principal management facility (PMF) shall have personnel security administrative responsibilities for cleared personnel located at uncleared locations.  The home office shall designate a cleared management official to coordinate security functions between the home office or the PMF and the uncleared location.  Security functions will include conducting briefings, submitting reports on cleared employees as required by the NISPOM, and submitting visit requests for classified visits.

2.14
Investigative Assistance and Cooperation - The Company shall cooperate fully with representatives of Federal investigative agencies and of the Defense Investigative Service when they are conducting official investigations pertaining to the unauthorized disclosure of classified information or concerning the eligibility of past or present employees or other personnel requiring access to classified information.

2.15
Self-reviews - Security personnel shall perform security reviews for the purpose of evaluating all security procedures applicable to the facility's operations.  This formal review shall be conducted on a schedule determined by the FSO consistent with the risk involved.  Deficiencies identified as a result of these self-reviews shall be corrected as expeditiously as possible.  A record of the dates of self-review shall be maintained by the FSO for review at the time of the next formal review by DSS.

2.16
Defense Hotline - The DoD Inspector General has established and administers a program called "Defense Hotline."  This program provides a means to report known or suspected instances of serious security irregularities.  Employees are encouraged to furnish information of this nature through established Company channels. However, when considered necessary, the Hotline provides an alternative method of conveying such information.  Confidentiality is assured to all users of the system.  Employees may utilize the hotline by calling (800) 424-9098 or writing the Defense Hotline, The Pentagon, Washington, D. C. 20301-1900.

3.0 Purpose and Scope

To establish the method for reporting security violations and the disciplinary actions to be taken when these violations occur.

4.0 General

2.1
All management and supervisory staff shall ensure that the employees working under their supervision are sufficiently familiar with the Security Procedures to enable them to comply with those provisions in accomplishing their assigned duties.

2.2
The FSO shall provide advice and assistance on all security matters upon request of management, supervisors or employees.

2.3
The FSO shall conduct routine inspections throughout the facilities to ensure that necessary security precautions are being taken to protect classified information at all times.

2.4
An employee discovering a security violation must report it immediately to the FSO.

5.0 Procedure

3.1
Requirements for Reporting Security Violations - When a security violation occurs, thereby permitting a possible or actual compromise of classified information as determined by the FSO, the following procedure will apply:

3.1.1
The FSO and the manager or supervisor involved shall investigate the security violation to determine the seriousness and extent of the possible compromise of classified information.

3.1.2
The FSO shall prepare a report on the violation within 48 hours after receiving notification of the violation. This report shall be submitted to the responsible manager or supervisor, and a copy forwarded to the local DSS Office if the seriousness of the violation so warrants (i.e., if a loss, compromise, or suspected compromise of classified occurred).

3.1.3
Disciplinary action shall be based on the number of violations charged to an employee within a 12-month period.  The beginning of the period will automatically be established by the date of the first violation.

· Violation No. 1 - The individual shall be orally reprimanded by his/her supervisor.

· Violation No. 2 - The individual shall be given a written Manager's reprimand with copies to the employee's Human Resource representative and the FSO.

· Violation No. 3 - The person responsible for the violation shall be given a written reprimand by the President with the same distribution as Violation No. 2.

3.1.4
The FSO and the violator's Manager may jointly agree to a modification of the above procedure when the seriousness of the violation warrants such modification, including termination of employment.

6.0 Purpose and Scope

To provide instructions pertaining to the public release of information on classified projects or contracts.

7.0 Definition

2.1
Public Disclosure - The passing of information and/or materials pertaining to a classified contract to the public or any member of the public by any means of communications.

8.0 General

3.1.
Information pertaining to classified projects or contracts shall not be released to the public without prior approval of the User Agency's Contracting Officer and the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs) (OASD/(PA)), The Pentagon, Washington, D.C. 20301-1400.

3.2
Originators of material proposed for release are responsible for screening the information to ensure that it is unclassified.

Note: Originators are also responsible for controlling the drafts or preliminary copies of the release, even though they are not considered to be classified, until the material has been authorized for release by the DoD.

3.3.
All information relating to classified projects or contracts proposed for release to the public shall be reviewed by the FSO prior to submission to the User Agency's Contracting Officer and the DoD.

3.4.
Materials which could constitute public release information include, but are not limited to, news releases, sales brochures, pamphlets, hand-out materials, marketing presentation text, photographs, recruiting advertisements, seminar papers, and technical articles, etc.

3.5.
The following general information, unless specifically prohibited from public release by the User Agency's Contracting Officer, may be released without further specific clearance by the Department of Defense:

3.5.1.
A statement that a contract or letter of intent has been received including the subject matter of contract.

3.5.2.
The method or type of contract.

3.5.3.
The total dollar value of contract.

3.5.4.
A statement that the contract will require hiring or termination of employees.

3.5.5.
Any official information that has been previously approved for release.

3.6.
The proposed release of any information previously classified and subsequently declassified under the provisions of the DoD's "Automatic Time-Phased Downgrading and Declassification System" requires the approval of the User Agency's Contracting Officer of the DoD's Director of Security Review (Public Affairs).

3.7.
The fact that information currently classified by a User Agency has appeared in a public medium does not automatically mean that it has been declassified unless the information was contained in an official DoD release.

9.0 Release of Unclassified Technical Data

4.1.
The release of unclassified technology to foreign countries is also regulated. Release of data is governed by either:

4.1.1.
The International Traffic in Arms Regulation (ITAR) administered by the Office of Munitions Control, State Department

4.1.2.
The Export Administration Regulation (EAR) administered by the Department of Commerce.

4.2
Release of unclassified technical data is obtained by license through the appropriate agency.

10.0 Purpose and Scope

To establish the requirements of a Security Classification Management Program designed to ensure the proper identification, classification, and marking of information concerned with the National Defense in accordance with government guidance documents, e.g., "Contract Security Classification Specifications" (DD Form 254). 

11.0 General

2.1.
The FSO is responsible for all external contact and correspondence that relate to matters of security classification requirements and is the central control point for coordinating all matters that relate to the assignment of security classifications.

2.2.
Individuals receiving classification guidance from external sources, written or verbal, shall transmit such information to the FSO for the updating of central classification records and the proper notification to other concerned parties.

2.3.
Employees who are responsible for generating classified material, or have the technical supervisory responsibility of reviewing material for proper classification, are encouraged to contribute to the program by making recommendations for regarding action whenever possible, and to bring to the attention of the FSO inconsistencies in security classification guidance.

2.4.
The FSO, when requested, shall assist in proposal preparation by providing clarification and elaboration of security classification guidance furnished with the Request for Proposal.  This will include assisting in the development of a detailed security classification guidance document, where appropriate.

2.5.
It is the responsibility of each employee preparing material to classify it at as low a level as possible, consistent with current security classification guidance.  Any classified information not specifically required for presentation shall be omitted from proposals and reports.

2.6.
Managers and supervisors shall maintain close supervision of personnel responsible for classifying information and shall assist in the review and assignment of correct security classifications based on their security clearance and "need-to-know."

2.7.
Determination of Classification

2.7.1
RFP/RFQ(Request for Proposal/Request for Quotation) and contractual material.

· If the information meets a specific "Classification Criteria" as set forth in available security guidance or directives, mark the item appropriately.  Changes in such guidelines may be made only with the specific approval of the Government Contracting Agency responsible for the specific contract.  These changes are furnished in writing by the Government Contracting Officer.

· Classified material generated by extracting or copying classified information from other material, or which involves the reproduction or translation of an entire classified document, shall be classified to the same degree as the source document.  This type of material need not be reviewed under the provisions of this procedure.  However, whenever there is a doubt as to the appropriate classification, the FSO should be consulted to determine if the original classification is still in effect.

2.8.
Unsolicited Proposal or Non-Contractual Material - In developing a classification for an unsolicited proposal or originating information not in the performance of a contract, the following rules shall apply:

2.8.1. If information is included in the proposal or other material which can be identified as being classified, the proposal or other material shall be marked with the appropriate classification. 

2.8.2. If information is included in the proposal or other material which cannot be identified as being classified or for which there is no security guidance, and it is believed that the proposal or other material contains information which should be classified, it shall be marked with a preliminary classification at the appropriate level utilizing the following notation only on the cover or first page:  “Classification Determination Pending. Protect as though Classified Secret.”

2.8.3. If a preliminary classification is not assigned or if security guidance is inadequate and a decision cannot be reached, contact the FSO for assistance in obtaining classification interpretation and/or determination by the appropriate Government agency.

2.8.3.1. If a preliminary classification is assigned, the following shall apply:

· Access to the information will be limited to the minimum number of employees practicable.

· The individuals selected to have access to the information will be limited to cleared U.S. citizens who will be advised of the importance of the information.

· When not in use, documents containing the information should be stored in an approved security container.

· Secure methods of transmittal are to be used for transmitting the material between personnel or locations.

· Reproduction of the information should be kept at a minimum.

2.9.
Totality Aspects of Classification -

2.9.1. The overall classification of a document will normally be equal to the highest classification assigned to any of its pages.

2.9.2. It is possible that two or more items of information, each properly classified at a lower level, will, when contained in the same document, require a higher classification level.  When such a situation exists, the document shall carry the higher classification and the following statement shall appear once on the inside of the front cover, and on the title page, or on the first page of the document.

"Although the classification of the Information on each page of this document is no higher than indicated by the markings thereon, the association of information requires protection at the higher level applied as the overall classification."

2.10.
Public Release of Classified Information - The fact that information currently classified by a Government agency has been disseminated by a public medium of communication does not automatically mean that it has been declassified. Employees will adhere to official classification guidance until otherwise advised by the FSO.

2.11.
Technical Articles, Symposium Presentations - The final draft of any technical documentation which is considered for publication in trade periodicals or technical journals and/or the draft considered for symposium presentation, plus any applicable security guidance, will be submitted by the originator for final technical review.  Review shall include a verification of the classification, or lack of classification, initially assigned by the originator.  The same material will then be submitted to the next higher level of supervision where it will be reviewed for the purpose of confirming the appropriate security classification.

Note: After the reviews described above, if the material involved is determined to be classified and will be presented at a meeting of equal or higher classification, it should be handled in accordance with Section 3.0 of this procedure and Procedure No. 4, "Public Release."

12.0 Procedure

	Responsibility
	Action

	Employee
	Subject material will be submitted for classification review as follows:

	
	ALL CLASSIFIED MATERIAL to the first level of technical program supervision above originator's position.

	
	Note: The above classification review requirements will be consistent with the Technical Supervisor's or Project/Proposal Manager's clearance level and "need-​to-know" for the specific contract or proposal effort.

	Technical Supervision/ Project Manager
	Review the material together with the applicable contract or proposal security classification guidance and verify the validity and accuracy of the classification (s) assigned.

	
	Submit the material to the FSO for review prior to final processing.


13.0 Purpose and Scope

To delineate the requirements of obtaining employee security clearances and processing related clearance downgrading and termination actions.

14.0 General

2.1
Requests for Security Clearances - The Company will request a security clearance only for those employees who require access to classified information in the performance of their assigned duties.

2.1.1
The Company normally shall not initiate any pre-employment clearance action.  However, if deemed necessary by management, the personnel clearance application may be completed by the candidate and submitted by the Company to the Government prior to the date of employment, provided a written commitment for employment has been made by the Company that prescribed a fixed date for employment within the ensuing 180 days, and the candidate has accepted the employment offer in writing.

2.1.2
A security clearance can only be granted to United States citizens. Intending citizens or foreign nationals may be granted a "Limited Access Authorization" (LAA) at the Secret or Confidential level in those rare instances where the non-U.S. citizen possesses the required expertise not available from a clearable U.S. citizen.

a) The application requesting clearance may be submitted by the Company only with concurrence of the Cognizant Security Agency in furtherance of U.S. Government obligations pursuant to U.S. law, treaty or international agreements.

b) An LAA is not valid for access to Top Secret information; Restricted or Formerly Restricted Data; COMSEC Information; Intelligence Information; or any of the other information listed in NISPOM paragraph 2-211.

2.1.3
Security clearances granted by the Department of Defense (DoD) are valid for access to classified information on a need-to-know basis.

2.1.4
Interim SECRET clearances are not valid for access to Restricted Data; NATO; COMSEC; or Sensitive Compartmented Information and ACDA classified information.

2.1.5
Verification of U.S. Citizenship - The FSO will require evidence of U.S. citizenship for each employee who is an applicant for a security clearance and who claims U.S. citizenship.

The following documents shall be acceptable for proof of U.S. citizenship:

a.
A certified birth certificate attesting that the individual was born in the U.S.

b.
Certificate of Naturalization shall be submitted if the individual claims citizenship by naturalization.

c.
Report of birth abroad of a citizen of the United States (Form FS-240), a Certification of Birth (Form FS-545 or DS​1350), or a Certificate of Citizenship, is acceptable if citizenship acquired by birth abroad to U.S. parent(s).

d.
U.S. Passport, current or expired.

e.
A record of Military Processing Armed Forces of the United States (DD Form 1966).

2.2
Letter of Consent (LOC) (Notification of Personnel Clearance) - An LOC will be issued to the Company by the Defense Security Service Operations Center for each employee or consultant granted a security clearance.  The individual granted the clearance must be provided an initial security briefing by the FSO or a designated representative and must execute Form SF 312, Classified Information Nondisclosure Agreement, prior to being granted access to classified information.

2.3
Reinstatement of Clearance - Application for a security clearance reinstatement may be made for newly hired employees who were previously cleared by another company, provided there has not been a lapse of more than two years since termination of the employee's previous clearance, there is no known adverse information regarding the employee, the most recent investigation date for the employee is not in excess of five years (Top Secret) or ten years (Secret), and the previous investigation must meet or exceed the scope of the investigation necessary for the level of clearance required.

2.4
Administrative Termination/Downgrading of Clearances
2.4.1
When an employee who possesses a personnel security clearance no longer requires access to classified information and does not anticipate a requirement for such access within one year, the employee's Manager or Supervisor must notify the FSO of this fact in writing.

2.4.2
Upon receipt of the above notification, the FSO shall proceed with the clearance downgrading or administrative termination action to DISCO in accordance with the requirements of the NISPOM.

2.5
Termination of Clearances - At the time of termination of employment (discharge, resignation, retirement), or at the beginning of a layoff or leave of absence for an indefinite period, the employee's Supervisor shall advise the terminating employee to report to the FSO for a debriefing.  The FSO shall ensure that all classified material in the possession of the employee has been turned into the Security Office, thereby releasing the employee of all classified material accountability.

15.0 Procedure

	Responsibility
	Action

	Manager or Supervisor
	Completes "Justification for Personnel Security Clearance" certifying need for clearance, and submits the required information to the FSO.

	Facility Security Officer
	Reviews the information to assure that a verifiable need for clearance exists.

	
	Furnishes the employee the appropriate Personnel Security Questionnaire (PSQ) and provides instruction for completion.

	
	Converts the information supplied by the employee to the Electronic Personnel Security Questionnaire (EPSQ).  After review by the employee, transmits the EPSQ to the DSS Operations Center.

	Employee
	Completes the PSQ and returns it along with evidence of U.S. citizenship to the FSO for processing.


16.0 Purpose and Scope

To provide briefing and debriefing instructions for cleared employees.

17.0 General

2.1
Briefings - Security training and briefings shall be provided to employees commensurate with their involvement with classified information.

2.1.1
Prior to being granted access to classified information, employees, consultants, and Temporary Help Supplier personnel shall be provided an initial security briefing, including:

a) A Threat Awareness Briefing

b) A Defensive Security Briefing

c) An overview of the security classification system

d) Employee reporting requirement

e) Security procedures and duties applicable to his/her job.

2.1.2
Prior to performing any foreign travel or engaging in marketing activities with representatives of foreign countries, cleared employees shall be reminded of their individual responsibility not to make unauthorized disclosures of classified information.

2.2
Recurring security training and briefings, including special access briefings, shall be conducted by the FSO as required.

2.3
Debriefings shall be provided by the FSO or an authorized representative when a cleared individual terminates employment with the Company or when his/her clearance is terminated for other reasons (access to classified no longer required, or revocation of security clearance by DSS).

18.0 Uncleared Locations

3.1
Cleared employees physically located at an uncleared location will be briefed by the FSO of the home office or a principal management facility, or by a designated representative at the uncleared location.

3.2
Recurring briefings will be conducted during visits by the FSO to the location, during a visit by the employee to the cleared facility, or by the use of audiovisual or written materials.

3.3
Written confirmation will be maintained by the home office or a principal management facility of all briefings to cleared employees.

19.0 Purpose and Scope

To establish the method to be followed in the event of loss, or suspected compromise of classified information.

20.0 General

2.1
Each employee shall immediately report to the FSO any information concerning the possible or actual loss or compromise of classified information or material.

2.2
The FSO will direct an investigation of the possible loss or suspected compromise and coordinate the investigation with the President.

2.3
In incidents involving the possible loss or suspected compromise of classified information the FSO will immediately conduct a complete investigation of the incident.

2.4
The investigation will include, but not be limited to:

2.4.1
Determination if material has been lost or if compromise is suspected;

2.4.2
The violation or practice which led to the loss or compromise;

2.4.3
Proposed corrective action to ensure that a similar incident shall not recur.

2.5
The FSO will submit a final report to the local DIS, and Hill AFB if incident happened on base, office which will be coordinated with the President and will include:

2.5.1
Identity of the classified information or material involved

2.5.2
A resume of the essential facts surrounding the incident

2.5.3
The name, social security number, date and place of birth, and position of the individual(s) primarily responsible for the incident, including a record of prior loss, compromise or suspected compromise, if any;

2.5.4
A statement of the corrective action taken to prevent a recurrence of similar incidents;

2.5.5
Specific reasons for concluding: (1) loss or compromise occurred; (2) compromise is or is not suspected; or (3) compromise did not occur.

2.6
If an investigation reveals that a loss, compromise or suspected compromise of classified information occurred while such information was in the U.S. postal system, the FSO shall promptly notify the appropriate Postal Inspector.

21.0 Procedure

	Responsibility
	Action

	Employee
	Upon becoming aware of the physical loss or suspected compromise of classified material, makes an immediate report of the incident to the FSO.

	Facility Security Officer
	Conducts a physical audit of the security container.  Material relocated during the inquiry shall not be considered lost or suspected compromised unless established facts clearly warrant such a conclusion.

	
	Considers evidence of carelessness to determine the need for corrective action.  In cases where a document, which was out of the assigned employee's control, is located during the initial inquiry confirms that classified information was lost or suspected compromised, the following action shall be taken.

	
	Prepares an investigative report on the loss or suspected compromise.

	
	Concurrently reports the incident to the President. Based on the investigation, circumstances etc., and depending upon sensitivity of the material, conducts further investigation into the matter or advises appropriate Government authorities of the incident.


Appendix I

Acronyms

	AEA
	Atomic Energy Act

	AECA
	Arms Export Control Act

	AIS
	Automated Information System

	AISSP
	Automated Information System Security Plan

	BL
	Bill of Lading

	CAGE
	Commercial and Government Entity

	CIA
	Central Intelligence Agency

	CNWDI
	Critical Nuclear Weapons Design Information

	COMSEC
	Communications Security

	CSA
	Cognizant Security Agency

	CSO
	Cognizant Security Office

	CVA
	Central Verification Activity

	DCI
	Director of Central Intelligence

	DCID
	Director of Central Intelligence Directive

	DCS
	Defense Courier Service

	DGR
	Designated Government Representative

	DLSC
	Defense Logistics Services Center

	DOD
	Department of Defense

	DOE
	Department of Energy

	DSS
	Defense Security Service

	DTIC
	Defense Technical Information Center

	EEA
	Export Administration Act

	E.O.
	Executive Order

	FBI
	Federal Bureau of Investigation

	FCL
	Facility (Security) Clearance

	FGI
	Foreign Government Information

	FOCI
	Foreign Ownership, Control or Influence

	FRD
	Formerly Restricted Data

	FSO
	Facility Security Officer

	FSS
	Federal Supply Schedule

	GCA
	Government Contracting Activity

	GFE
	Government Furnished Equipment

	GSA
	General Services Administration

	HOF
	Home Office Facility

	IDS
	Intrusion Detection System

	IFB
	Invitation for Bid

	IR&D
	Independent Research & Development

	ISOO
	Information Security Oversight Office

	ISSR
	Information System Security Representative

	ITAR
	International Traffic in Arms Regulations

	LAA
	Limited Access Authorization

	LOC
	Letter of Consent

	MFO
	Multiple Facility Organization

	MOA
	Memorandum of Agreement

	NAAC
	National Agency Check and Credit Check

	NATO
	North Atlantic Treaty Organization

	NDP
	National Disclosure Policy

	NISP
	National Industrial Security Program

	NISPOM
	National Industrial Security Program Operating Manual

	NISPOMSUP
	National Industrial Security Program Operating Manual Supplement

	NRC
	Nuclear Regulatory Agency

	NSA
	National Security Agency

	NSM
	Network Security Manager

	OADR
	Originating Agency's Determination Required

	PCL
	Personnel (Security) Clearance

	PIN
	Personal Identification Number

	PMF
	Principal Management Facility

	RD
	Restricted Data

	RFI
	Representative of Foreign Interest

	RFP
	Request for Proposal

	RFQ
	Request for Quotation

	SCA
	Security Control Agreement

	SCI
	Sensitive Compartmented Information

	SCIF
	Sensitive Compartmented Information Facility

	SSA
	Special Security Agreement

	SSBI
	Single Scope Background Investigation

	TCO
	Technology Control Officer

	TCP
	Technology Control Plan

	U.K.
	United Kingdom

	UL
	Underwriters' Laboratories

	U.S.
	United States

	U.S.C.
	United States Code

	VAL
	Visit Authorization Letter


Appendix II Glossary

Definitions

1. Access - The ability and opportunity to obtain knowledge of classified information.

2. Adverse Information - Information which reflects adversely upon the integrity or general character of an employee; or which indicates that the employee's ability to safeguard classified information may be impaired because of the questionable conduct. Examples of adverse information, based on incidents that occur within or outside the Company, and which should be reported to the FSO: criminal activities, treatment for mental or emotional disorders, excessive use of intoxicants, use of illegal controlled substances such as marijuana, heroin, cocaine, hashish, etc., and excessive indebtedness or recurring financial difficulties. These examples are not all inclusive.

3. AIS (Automated Information System) - An assembly of computer hardware, software, and firmware configured for the purpose of automating the function of calculating, sequencing, storing, retrieving, displaying, communicating, or otherwise manipulating data, information and textual material.

4. AIS Security - The combination of security safeguards required to provide an acceptable level of protection for an AIS and the classified data processed on that system. Safeguards encompass: all hardware/ software functions, accountability control, operational and access control procedures, and physical security measures.

5. Authorized Person - A person who has a need-to-know for classified information in the performance of official duties and who has been granted a personnel clearance at the required level.

6. Carve-out - A classified contract issued in connection with an approved Special Access Program in which the Defense Investigative Service has been relieved of inspection responsibility in whole or in part.

7. Classification Guides - Guidance issued by an authorized original classified that prescribes the level of classification and appropriate declassification instructions for specific information to be classified on a derivative basis. Classification guidance can be in the form of handbooks developed for specific classified programs or provided by a DD Form 254, "Department of Defense Contract Security Classification Specification."

8. Classified Contract - Any contract that requires, or will require, access to classified information by a contractor or his/her employees in performance of the contract. (A contract may be classified even though the contract document is not classified.)

9. Classified Information - The term includes National Security Information, Restricted Data, and Formerly Restricted Data. See "National Security Information."

10. Classified Material - Any document, product, or substance on or in which classified information may be recorded or embodied and which requires protection in the interest of national defense (e.g., books, papers, reports, correspondence, memoranda, charts, maps, photographs, drawings, sketches, sound or voice recordings, photographic negatives/slides, exposed still or movie films, etc.).

11. Classified Material Storage Container - A security file container, originally procured from a Federal Supply Schedule supplier that conforms to federal 
specifications and bears a "Test Certification Label" on the locking drawer attesting to the security capabilities of the container and lock. Such containers will be labeled "General Services Administration Approved Security Container" on the face of the top drawer or on the locking drawer.

12. Classified Procurement - Any request for proposal pricing information, advance procurement action, subcontract or purchase order in which access to classified information will, or may be, required during the consummation of the procurement effort.

13. Classified Waste Material - All incomplete material of a classified nature, e.g., stenographic notes, worksheets, and similar material. Pending destruction, classified waste must be marked and safeguarded according to its classification.

14. Classifier - An individual who is authorized to make a classification determination and apply a security classification to information or material. A classifier may be a classification authority or may derivatively assign a security classification based on a properly classified source or a classification guide. Within this context, the Company may apply security classification based upon classified source material or a DD Form 254.

15. Clearance - A term used to denote an administrative decision by the Department of Defense that an individual is eligible for access to classified information of a certain category.

16. Closed Area - A controlled access area established to safeguard classified material which, because of its size or nature, cannot be adequately protected while in use or be stored in a security container during nonworking hours.

17. Cognizant Security Agency - Agencies of the Executive Branch that have been authorized by E.O. 12829 to establish an industrial security program for the purpose of safeguarding classified information under the jurisdiction of those agencies when disclosed or released to U.S. Industry. These agencies are: The Department of Defense, the Department of Energy, the Central Intelligence Agency, and the Nuclear Regulatory Commission.

18. Cognizant Security Office - The office or offices delegated by the Head of a CSA to administer industrial security in a contractor's facility on behalf of the CSA.

19. Communications Security (COMSEC) - Protective measures taken to deny unauthorized persons information derived from telecommunications of the U.S. Government relating to national security and to ensure the authenticity of such communications.

20. Company - A generic and comprehensive term which may include sole proprietorships, individuals, partnerships, corporations, societies, associations, and organizations usually established and operating to commonly prosecute a commercial, industrial or other legitimate business, enterprise, or undertaking.

21. Compromise - The disclosure of classified information to unauthorized personnel.

22. CONFIDENTIAL - The designation that shall be applied to information or material the unauthorized disclosure of which could be reasonably expected to cause damage to the national security.

23. Consultant - A person who is contracted to perform professional or technical services and, who, in the performance of those services, will require access to classified information.

24. Continental Limits of the United States - U.S. territory, including the adjacent territorial waters located within the North American continent between Canada and Mexico.

25. Contracting Officer - A government official who, in accordance with the departmental or agency procedures, currently is designated as a contracting officer with the authority to enter into and administer contracts, and make determinations and findings with respect thereto, or any part of such authority. The term also includes the designated representative of the contracting officer acting within the limits of his or her authority.

26. Courier - A cleared employee, designated by the contractor, whose principal duty is to transmit classified material to its destination. The classified material remains in the personal possession of the courier except for authorized overnight storage.

27. Critical Nuclear Weapon Design Information (CNWDI) - A DOD category of weapon data designating TOP SECRET Restricted Data or SECRET Restricted Data revealing the theory of operation or design of the components of a thermonuclear or implosion-type fission bomb, warhead, demolition munitions, or test device.

28. Custodian - An individual who has possession of, or is otherwise charged with, the responsibility for safeguarding classified information.

29. Declassification - The determination that classified information no longer requires, in the interest of national security, any degree of protection against unauthorized disclosure, together with removal or cancellation of the classification designation.

30. Department of Defense - The Office of the Secretary of Defense (OSD) (including all boards, councils, staffs, and commands), DoD agencies, and the Departments of Army, Navy, and Air Force (including all of their activities).

31. Document - Any recorded information, regardless of its physical form or characteristics, including, without limitation, written or printed matter, tapes, charts, maps, paintings, drawings, engravings, sketches, working notes and papers; reproductions of such things by any means or process; and sound, voice, magnetic, or electronic recordings in any form.

32. Downgrade - A determination that classified information requires, in the interest of national security, a lower degree of protection against unauthorized disclosure than currently provided, together with a changing of the classification designation to reflect a lower degree of protection.

33. Facility - A plant, laboratory, office, college, university, or commercial structure with associated warehouses, storage areas, utilities, and components that, when related by function and location, form and operating entity. For purposes of industrial security, the term does not include Government installations.

34. Facility (Security) Clearance - An administrative determination that, from a security viewpoint, a facility is eligible for access to classified information of a certain category (and all lower categories).

35. Facility Security Officer (FSO) - A cleared contractor representative who is a U.S. citizen and is assigned responsibility for directing the Company's defense industrial security program. The FSO and his/her subordinates are required to complete minimal security training as deemed appropriate by the Government.

36. Foreign Interest - Any foreign government, agency of a foreign government, or representative of a foreign government; any form of business enterprise or legal entity organization, chartered or incorporated under the laws of any country other than the U.S. or its possessions and trust territories, and any person who is not a citizen or national of the United States.

37. Foreign National - Any person who is not a citizen or national of the United States.

38. For Official Use Only (FOUO) - Information that has not been given a security classification pursuant to the criteria of an Executive Order, but which may be withheld from public disclosure under the criteria of the Freedom of Information Act.

39. Formerly Restricted Data - Classified information jointly determined by the Department of Energy (DOE) and its predecessors and the Department of Defense (DOD) to be related primarily to the military utilization of atomic weapons and removed by the DOE from the Restricted Data category pursuant to section 142(d) of the Atomic Energy Act of 1954, as amended, and safeguarded as National Security information, subject to the restrictions on transmission to other countries and regional defense organizations that apply to Restricted Data.

40. Handcarrier - A cleared employee, designated by the contractor, who occasionally handcarries classified material to its destination in connection with a classified visit or meeting. The classified material remains in the personal possession of the handcarrier except for authorized overnight storage.

41. Home Office Facility (HOF) - The headquarters facility of a multiple facility organization.

42. Industrial Security - That portion of information security which is concerned with the protection of classified information in the custody of U.S. industry.

43. Information System Security Officer - The contractor employee responsible for the implementation of Automated Information Systems security, and operational compliance with the documented security measures and controls, at the contractor facility.

44. Letter of Consent (LOC) - The form used by the CSA to notify a contractor that a PCL or a Limited Access Authorization has been granted to an employee.

45. Limited Access Authorization - Security access authorization to CONFIDENTIAL or SECRET information granted to non-U.S. citizens requiring such limited access in the course of their regular duties.

46. Multiple Facility Organization - A legal entity (single proprietorship, partnership, association, trust, or corporation) that is composed of two or more facilities.

47. National Security Information - Any information that has been determined pursuant to E.O. 12356 or any predecessor order to require protection against unauthorized disclosure and is so designated. The classifications TOP SECRET, SECRET, AND CONFIDENTIAL are used to designate such information and it is referred to as "classified information."

48. Need-to-Know - A determination made by the possessor of classified information that a prospective recipient has a requirement for access to, knowledge of, or possession of the classified information to perform tasks or services essential to the fulfillment of a classified contract or program.

49. Operations Security (OPSEC) - A DOD program aimed at safeguarding sensitive information, operations and activities which, if exploited by an adversary, would compromise U.S. intentions, military capabilities, and strategic plans.

50. Personnel (Security) Clearance - An administrative determination that an individual is eligible, from a security point of view, for access to classified information of the same or lower category as the level of the personnel clearance being granted.

51. Prime Contractor - The contractor who receives a prime contract from a GCA.

52. Principal Management Facility - A cleared facility of an MFO which reports directly to the Home Office Facility and whose principal management official has been delegated certain personnel security administration responsibilities for a defined geographical or functional area. The PMF will function as a Home Office Facility in relation to its area of responsibility. Both cleared and uncleared facilities may be under the jurisdiction of a PMF.

53. Public Disclosure - The passing of information and/or material pertaining to a classified contract to the public, or any member of the public, by means of communication.

54. Regrade - To assign a higher or lower security classification to an item of classified material.

55. Representative of a Foreign Interest - A U.S. citizen or national who is acting as a representative of a foreign interest.

56. Restricted Area - A controlled access area established to safeguard classified material that, because of its size or nature, cannot be adequately protected during working hours by the usual safeguards, but that is capable of being stored during nonworking hours in an approved repository or secured by other methods approved by the CSA.

57. Restricted Data - All data concerning the design, manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of special nuclear material in the production of energy, but shall not include data classified or removed from the RD category pursuant to section 142 of the Atomic Energy Act of 1954, as amended.

58. SECRET - The designation that shall be applied only to information or material the unauthorized disclosure of which reasonably could be expected to cause serious damage to the national security.

59. Security Agreement - A signed agreement (DD Form 441) between the Company and the Government establishing the necessary requirements to preserve and maintain the security of the U.S. while the Company is performing work using classified information provided by the Government or developed by the Company in accordance with Government security classification direction.

60. Security in Depth - A determination made by the CSA that a contractor's security program consists of layered and complementary security controls sufficient to deter and detect unauthorized entry and movement within the facility.

61. Security Violation - Failure to comply with the policy and procedures established by the National Industrial Security Program Operating Manual (NISPOM) that reasonably could result in the loss or compromise of classified information.

62. Sensitive Compartmented Information - All Intelligence information and material that requires special controls for restricted handling within compartmented channels and for which compartmentation is established.

63. Source Document - A classified document, other than a classification guide, from which information is extracted for inclusion in another document.

64. Special Access Program - Any program that is established to control access, distribution, and to provide protection for particularly sensitive classified information beyond that normally required for TOP SECRET, SECRET, or CONFIDENTIAL information. A Special Access Program can be created or continued only as authorized by a senior agency official delegated such authority pursuant to E.O. 12356.

65. Subcontract - Any contract entered into by a contractor to furnish supplier or services for performance of a prime contract or a subcontract. For the purposes of the NISPOM, a subcontract any contract, subcontract, purchase order, lease agreement, service agreement, request for quotation, request for proposal, invitation to bid, or other agreement or procurement action between contractors that requires or will require access to classified information to fulfill the performance requirement of a prime contract.

66. Technical Data - Information governed by the International Traffic in Arms Regulation (ITAR) and the Export Administration Regulation (EAR). The export of technical data that is inherently military in character is controlled by the ITAR, 22 CFR 120.1-130 (1987). The export of technical data that has both military and civilian uses is controlled by the EAR, 15 CRF 368.1-399.2 (1987).

67. TOP SECRET - The designation that shall be applied only to information or material the unauthorized disclosure of which reasonably could be expected to cause exceptionally grave damage to the national security.

68. Upgrade - A determination that certain classified information, in the interest of national security, requires a higher degree of protection against unauthorized disclosure than currently provided, coupled with a changing of the classification designation to reflect such a higher degree.

69. Working Hours - The period of time when:

· There is present in the specific area where classified material is located, a work force on a regularly scheduled shift, as contrasted with employees working within an area on an overtime basis outside of the scheduled work shift; and

· The number of employees in the scheduled work force is sufficient in number and so positioned to be able to detect and challenge the presence of unauthorized personnel. This would, therefore, exclude janitors, maintenance personnel, and other individuals whose duties require movement throughout the facility.


